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Introduction

Original note-ras-been; this note was originally prepared in 2016 by athe joint working
party of The Law Society Company Law Committee and The City of London Law Society
Company Law and Financial Law Committees (the JWP). Fhis-rete-has-been

It was developed to help parties (and their legal advisers) who wish to execute
commercial contracts using an electronic signature or who wish to enter into a commercial
contract with one or more other parties that intend to execute that contract using an
electronic signature.

The JWP-has obtained legal advice from Leading Counsel (Mark Hapgood QC) on the use
of electronic signatures as a valid method of executing documents. Fhis_The original 2016
version of this note hasbeerwas approved by Leading Counsel.

. ! licati . ission in S 2019 of |
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Scope: this note is limited in scope to eemmercialdocuments (including contracts)
entered into {and—eertain—other—documents—signred)—in a business context, rather than

those to which consumers or other individuals outside of a business context are a party.

However, itis-recognised-that-certain efthe-principles considered in this note may also be
applicable to documents entered into in other contexts. Each transaction should be
approached according to its own facts and_the parties should take into account the wider
implications of the transaction, including any relevant regulatory or tax implications.

This note is limited to the position under English-taw—{the_laws of England and Wales. The
p05|t|0n under the laws of other parts of the United Kingdom may be different}. For_
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See paragraph 7 (Conflict of this—+retelaw issues) for a short discussion of when English
law may not be the applicable law for determining whether or not a contract has been
properly executed.

Paragraph 8 ef—this—nete(Certain other considerations) sets out a number of practical
considerations which should be taken into account when considering whether to use an

electronic signature.

2-Background and types of electronic signatures

At-present;Remote signings: where the parties to a transaction are not physically at the
same meeting to sign the documents, it is common for the lawyers involved to arrange a

signing via email, following the procedures (the Mercury Procedures) set out in an

earlier guidance note:.2 This-typicathy involves the signatory signing a hard copy document
in wet ink, converting the document and signature into electronic form (e.g. by scanning

or photocopying it) and sending it by email. Heweve%as—ma*et—p%aeﬁee—a%d—%eehaﬁegy—

evelve—theA table summarising the earlier guidance on Mercury Procedures3 appears as
A ndix 2 hi r.

The use of electronic signatures is-beceminginereasingly—<cemmeon(including those affixed

viw— -signin latform h ler resul f rem workin
mposed by the COVID-19 pandemic and is now routinely adopted in a_wide range of
commerC|aI transactions-and-that-trend-is-expected-tecontinue—Electrenic.
Where an e-signin latform i in_signatur he principl nshrined in th
Mercury Pr res m ill rved. It therefore remains important in rel
deeds that:

o any signature and any attestation of that signature by a witness "must form part of

h me physical ment when it (th is signed";
o the sign ment should exi "discr hysical entity"; an
. r houl ign "an |_existin horitative version of th ntr /
m n n

in n_e-signin latform where th ntire final version of the relevan ment i
-l makes it mor raight-forwar mply with the r iremen li |

h he relevant sign r n ny witn ion)"form rt of th m

ign ri implement _th in n liver f the relevan men n
relevant th ffixin f sign r he final r form of men
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Forms of e-signatures: electronic signatures can take a number of different forms,
including:

{a)-typed in nhame: a person typing kis-er-hertheir name into a contract or into an
email containing the terms of a contract;

{b)—inserting a signature image: a person electronically pasting—his—or-
herinserting their signature (e.g. in the form of an image) into an electronic (i.e.
soft -copy) version of the contract in the appropriate place (e.g. next to the
relevant party’s signature block);

{e)—e-signing platform signature: a person accessing a contract through a
web-based e-signaturesigning platform and clicking to have his-erhertheir name in

a typed or handwriting font_(or an electronic copy of their wet-ink signature)
automatically inserted into the contract in the appropriate place (e.g. next to the
relevant party’s signature block); and

{e—touchscreen signature: a person using a finger, light pen or stylus and a
touchscreen to write his—er—her—nametheir signature electronically in the
appropriate place (e.g. next to the relevant party’s signature block) in the contract.

This note does not focus on any one method of electronic signature, but rather on setting
out the principles for determining whether a given document signed with an electronic
signature has been validly executed.

3—Legislative framework

eIDAS Regulation

Regulation (EU) No 910/2014 (the eIDAS Regulation) has direct effect in EU Member
States from 1 July 26+6-2-2016. With the exception of Chapter II it continues as part of
English law post Brexit.®

It establishes an—EUJ-widea legal framework for electronic signatures (as well as for
electronic seals, electronic time stamps, electronic registered delivery services and
website authentication, all of which are outside the scope of this note).

The eIDAS Regulation defines:

{a)y-an “electronic signature”! as “"data in electronic form which is attached to or
logically associated with other data in electronic form and which is used by the
signatory to sign®";

{by—an ="advanced electronic signature as one which meets the following
requirements: (i) it is uniquely linked to the signatory; (ii) it is capable of
identifying the signatory; (iii) it is created using electronic signature creation data
that the signatory can, with a high level of confidence, use under histheir sole
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control; and (iv) it is linked to the data signed therewith in such a way that any
subsequent change in the data is detectable; and

{e)y+a “"qualified electronic signature*" as “"an advanced electronic signature that
is created by a qualified electronic signature creation device, and which is based on
a qualified certificate for electronic signatures”'.

Article 25(1) of the eIDAS Regulation alse-provides that an electronic signature shall not
be denied legal effect and admissibility as evidence in legal proceedings solely on the
grounds that it is in an electronic form or that it does not meet the requirements for
qualified electronic signatures. Furthermore, Recital 49 of the eIDAS Regulation states
that (apart from the requirements for qualified electronic signatures) it is for national law
to define the legal effect of electronic signatures.

Article 25(2) of the eIDAS R lation provi h lifi lectronic_signature shall
have th ivalent | | eff f a handwritten sign re.

As at the date of this note, qualified electronic signatures are not commonly used in
England. Therefore, neither the concept of a qualified electronic signature nor the
provisions of ArticlesArticle 25(2) ard{3)-of the eIDAS Regulation kavehas been relied on
in reaching the conclusions set out in this note.

Electroni mmunications Act 2
The Electronic Communications Act 2000 (the ECA 2000) provides a statutory framework

for the admissibility of electronic signatures in England and Wales. Section 7(1) of the ECA
2000 provides that in any legal proceedings{a)-:_

an electronic signature incorporated into or logically associated with a particular
electronic communication or particular electronic data;; and {5)-

the certification by any person of such a signature,

shall each be admissible in evidence in relation to any question as to the authenticity or
integrity of the communication or data.

Although the ECA 2000 deals with the admissibility of electronic signatures, it does not
deal with the validity of electronic signatures.

The conclusions about the validity of electronic signatures set out in this note are
therefore based on wider principles of English common law. &

In addition, Section 8 of the ECA 2000 provides for the UK government to modify by
statutory instrument (SI) any enactment which requires something to be done or
evidenced in writing, to be authorised by a person’s signature or seal or to be delivered as

a deed or witnessed. Although more than 50 such SIs have been enacted under the ECA




2000, there are many statutory provisions imposing execution formalities which have not
been addressed in this manner.

However, in the opinion of Leading Counsel and the JWP, the fact that an SI has not been
enacted under the ECA 2000 in respect of a particular statutory provision imposing an
execution formality does not mean that a contract subject to such provision cannot be
executed using an electronic signature (and this is supported by the eIDAS Regulation)z. 7

”

regulating matters within the EU, states:

"Member hall ensure th heir | / m_allow. ntre ncl
lectronic means. Member hall_in rticular _ensure th he | [ r iremen
licabl h ntr | _pr neither cr les for th f_electronii
ntr. nor result in h _contr. in riv fl | effectiven nd validi n
nt of their havin nm lectronic means."
There are vari X ion h neral obligations. Fir: he E-commerce Directiv
n | rtain iviti includin mblin xation an | mmunication

Article 1 . ndly, Articl 2 rmits member | wn th h neral

. ntr h r r transfer rights in real X for rental rights;
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Implications of the E-commerce Directive and the TCA low.

4—Using electronic signatures to execute English law governed documents
4-1-Simple contracts

In the absence of any (usually statutory) requirement, there is no need under English law
for contracts to be in any particular form; in fact they can be entered into orally, provided
there is offer and acceptance, consideration, certainty of terms and an intention to be
legally bound. Therefore, a simple contract may be concluded using an electronic
signature.

42-Documents subject to a statutory requirement to be in writing and/or signed
and/or under hand

A number of types of document are subject to specific formalities imposed by statute,
including a requirement for the document to be in writing and/or signed and/or under
hand. Examples include:

{a)y—Sectionguarantees: section 4 of the Statute of Frauds 1677 requires a
guarantee or a memorandum or note thereof to be in writing and signed by the

guarantor or some other person authorised by the guarantor to do so;

{b)—Sectioninterests in land: section 2 of the Law of Property (Miscellaneous
Provisions) Act 1989 (the LP(MP)A 1989) requires a contract for the sale or other
disposition of an interest in land in England and Wales to be in writing and signed;

{e)—Sectionequitable interests: section 53(1) of the Law of Property Act 1925

(the LPA 1925) requires a disposition of an equitable interest to be in writing,
signed by the person disposing of it or by kistheir properly authorised agent;

{d)choses in action: a statutory assignment within Seetienrsection 136 of the LPA
1925 must (among other requirements) be in writing and signed by the assignor;

{e)-promissory notes: under Sectionsection 83 of the Bills of Exchange Act 1882,
a promissory note must (among other requirements) be in writing and signed by
the maker;

{-copyright: under Seetiensection 90(3) of the Copyright, Designs and Patents
Act 1988, an assignment of copyright is not effective unless it is in writing signed
by or on behalf of the assignor; and

{g)underSection k transfers: ransfer of register riti nvi
by section 1(1) of the Stock Transfer Act 1963;—+registered-securities—may_must be

transferred by means of an instrument under hand in the form set out in Schedule
1 to the Act.

N



In the opinion of Leading Counsel and the JWP, a contract executed using an electronic
signature (and which may exist solely in electronic form) satisfies a statutory requirement
to be in writing and/or signed and/or under hand for the following reasons—:1°

(a)

—Writing: The Interpretation Act 1978 defines “'writing”" to include “"typing,
printing, lithography, photography and other modes of representing or reproducing
words in a visible form”". Where the contract is represented on a screen (including
a desktop, laptop, tablet or smartphone) in a manner which enables a person to
read its terms properly, it will be *"in writing”! at that point.

For example, in Golden Ocean Group Limited v Salgaocar Mining Industries PVT Ltd
and another [2012] EWCA Civ 265 (Golden Ocean), the Court of Appeal found
that the exchange of a number of emails could teadamount to the-cenclusien-of-an
agreement in "writing” for the purposes of the Statute of Frauds 1677.

i-Signature:!! The test for determining whether or not something is a signature
is whether the mark which appears in a document was inserted in order to give,
and with the intention of giving, authenticity to it.

Therefore, provided that the signatory inserts an electronic signature irtein the
appropriate place (e.g. next to the relevant party’s signature block) in a document
with the intention of authenticating the document, a statutory requirement for that
document to be signed will be satisfied.

It does not matter how the signatory inserted the electronic signature into the
document (e.g. using any of the methods specified in paragraphs
2{a)-{ehparagraph 2.2 above), nor does it matter in what form that signature was
inserted (e.g. a handwritten signature, a generic handwriting font, a typed font,
etc.).

Leading Counsel has advised that J Pereira Fernandes SA v Mehta [2006] EWHC
813 (Ch) is authority that typing a name into an email satisfies a statutory
requirement for a document to be signed (and this position was confirmed in Green
(Liquidator of Stealth Construction Ltd) v Ireland [2011] EWHC 1305 (Ch)) and
Golden Ocean is authority that an electronic signature has the same legal status as
a wet ink signature, the key question being whether or not the purpose of the
signature is to authenticate the document.!2

Further n ragraphs 3.42 and 3.43 of the 2019 Law m R rt:

"The law n nerally prescri rticular f _signatur ve wher
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h ment in ion I ntrar nclusion®:. _There is n I
finition of "signed" or "signature" which li nerally.*#
Th mmon_law ragmati roach what will iSf ignatur
reqguirement:s, In rmining _whether the meth f_sign
demonstrates an authenticating intention the courts adopt an objective approach,
nsiderin Il_of th rroundin ircumstances. In rovis h. h
"signatory" _inten henti h ment, it n n he "signatory"
who actually signs".t®

() fiH)—-Under hand: A document is generally understood to have been executed
under hand if it has been executed otherwise than by deed. The insertion of an
electronic signature with the relevant authenticating intention would be sufficient
for a document to have been executed under hand.

(d) D ment: The 2019 Law Com Report refer k he Law Commission's 2001

which n neral consen hat information red in electronic form
i " ment" isfyin ry r irement for ment. It also n

h 2.1 f its r rt that " ment" m incl m m r_fil
includin xt m nd th law ling with discl re of ments in
litigation h hel h " ments" exten lectroni ments _includin
emails and databases.!8

4-3-Deeds

At common law, a deed must be in writing. Given the willingness of the courts to
interpret various statutory requirements for writing to include the situation where a
document is represented on a screen and executed with an electronic signature, in the
opinion of Leading Counsel and the JWP, the approach outlined above would apply in
respect of deeds.

For the execution of deeds:

(a) SectionCom :
the Companies Act 2006 (the CA 2006) provides that a document is validly
executed as a deed by a company incorporated under the CA 2006 if it is duly
executed and is delivered as a deed.

(i) Section 44 of the CA 2006 provides that one of the ways in which a
document can be validly executed by a company incorporated under the CA
2006 is by signature by two directors or by one director and the company
secretary (authorised signatories). In the opinion of Leading Counsel and
the JWP, this can be achieved by each of two authorised signatories signing
the deed (using an electronic signature or another acceptable method)
either in counterpart or by one authorised signatory signing, followed by the

lations 2013/349, reg 2.
ntext of h Law fPr Miscellan Provisions) Act 1 1(4) provi hat “sign” incl
0 i h W

HMIk Phi n on Evi 1h 217 r411nRvTIrr harl 2011] EWCA Crim

728, [2011]11 WILR 1 .
Marlton v Tectronix [2 EWH h), [2 2 WLUK 2 1 141]. Also, White Book 2018 vol 1 ra 31.4.1
nd Atkin’ rt Forms (2014) vol 15 Discl re and information r ra 213.

9
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(b)

other adding kis—er—hertheir signature to the same version (electronic or
hard copy) of the deed.

(i) In the opinion of Leading Counsel and the JWP, delivery can be achieved
through electronic signing, but the parties will have to take steps to ensure
the signing arrangements adequately address when delivery takes place,
particularly if the parties propose that their lawyers hold their signed
documents to the order of the relevant party prior to the deed coming into
effect.

SectionIndivi l mpani X :
section 1(3)(a)(i) of the LP(MP)A 1989 provides that an instrument is validly
executed as a deed by an individual (including an individual acting under a power
of attorney) if it is signed by him in the presence of a witness who attests the
signature!® (and, by Seetiensection 1(4), “"sign”" includes making ones mark on
the instrument). 20

Section 44 of the CA 2006 provides that another of the ways in which a document
can be validly executed by a company incorporated under the CA 2006 is if it is
signed on behalf of the company by a director of the company in the presence of a
witness who attests the signature.

In the opinion of Leading Counsel and the JWP, where a suitable signatory signs a
deed using an electronic signature and another individual genuinely observes the
signing (i.e. he or she has sight of the act of signing and is aware that the
signature to which he or she is attesting is the one that he or she witnessed), he or
she will be a witness for these purposes. If that witness subsequently signs the
adjacent attestation clause (using an electronic signature or otherwise), that deed
will have been validly executed.

The practical means of witnessing different forms of electronic signature will need
to be settled on a case-by-case basis, with consideration given to the evidential

weight of the form agreed (see paragraph 5 (Evidential weight) below).

However, in the opinion of Leading Counsel and the JWP, itis-best-practiceferthea
witness teshould be physically present when the signatory signs, rather than

witnessing through a live televisual medium (such as a video conferencing facility);-

This view i ndor: he Law mmission_wh in the 2019 law m
Report:?!

"... wearen I h rti n nfident th h rrent law_woul
allow for a witness viewing the signing on a screen or through an electronic
ignature platform, with in hysically present. Thi nclusion i. n
he restrictive_ wording of th ry _provisions and th ri /i ion
nderlying any extension mm hnological developments"
"Qur_view _is th he_rt irement_under_th rrent law_th m

ign “in _th resen f witn " r ir h hysical _presen f _th
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witness. This is th ven wher h th rson_ex ing th nd _th
witn re ex in ing th men ing an electronic signature.”

4-4-Companies incorporated under the CA 2006: minutes and resolutions

Leading Counsel has advised that:

(a) authentication of documents sent to a company: a document (including
minutes of a directors’ meeting under Seetiensection 249 of the CA 2006 and a
members’ written resolution under Seetiensection 296 of the CA 2006) signed with
an electronic signature by a person and sent or supplied to a company will have
been sufficiently authenticated for the purposes of Seetiensection 1146 of the CA
2006 if:

(i) it is sent or supplied in hard copy form by or on behalf of the person who
signed it; or

(i) it is sent or supplied in electronic form, provided that the identity of the
sender is confirmed in a manner specified by the company or (where no
such manner has been specified by the company) if the communication
contains or is accompanied by a statement of the identity of the sender and
the company has no reason to doubt the truth of that statement;

(b) minutes of general meetings: minutes of the proceedings of a general meeting
that are signed by the ehairmanchairperson using an electronic signature constitute
evidence of the proceedings of that meeting in accordance with Seetiensection
356(4) of the CA 2006 and a record of a resolution passed otherwise than at a
general meeting that is signed by a director or the company secretary using an
electronic signature constitutes evidence of the passing of that resolution in
accordance with Seetiensection 356(2) of the CA 2006; and

(c) directors written resolutions: the directors of a company that has adopted the
CA 2006 Model Articles for private companies limited by shares, the CA 2006 Model
Articles for public companies limited by shares or the Companies Act 1985 Table A
articles may take a decision or pass a directors’ written resolution (as applicable)
under those articles by the relevant directors signing a resolution using an
electronic signature.

4-5-Using a combination of execution methods

If one {or seme}more parties to a document (including any witnesses) wish to sign using
an electronic signature, while anether{er-others} would prefer to use another acceptable
method (e.g. a wet-ink signature), there is no reason why the document cannot be signed_
in counterparts using a combination of different methods, so long as each party uses a
valid signature method, although there may be practical advantages (e.g. electronic
storage) if a document is created only in an electronic process.

5—-Evidential weight

Admissibility: Section 7 of the ECA 2000 provides that in any legal proceedings, an
electronic signature incorporated into a particular electronic communication shall be
admissible in evidence in relation to any question as to the authenticity of that
communication or as to the integrity of that communication.

=
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Leading Counsel has advised that, if the authenticity of a document signed using an
electronic signature were to be challenged, an English court would accept the document
bearing the electronic signature as prima facie evidence that the document was authentic
and, unless the opponent adduced some evidence to the contrary, that would be sufficient
to deal with the challenge.

These are the same principles that an English court would apply in relation to wet-ink
signatures. The person alleging that the document was not authentic (e.g. produced
fraudulently, not signed by the person who had purportedly done so or not properly
witnessed) would need to prove ona balance of probabllltles that this was the case. Fhe-

Evidence: Although it would not (in the absence of handwriting) be possible to adduce
evidence of a handwriting expert, there is a spectrum of evidence that might be used to
prove the authenticity of a particular signature. It may be possible, for example, to show:
(i) that the purported signatory or witness accessed the electronic document via his—or-
kertheir email account or computer;; (ii) the location in which it was accessed;; (iii) that
he—er—shethey used a password and/or PIN or encryption key in order to access the
document (if that was the case);; (iv) the time at which he—er—shethey applied his—e+
kertheir signature; and/or (v) that the document had not been amended between when it
was uploaded to the electronic signature platform and when the final signatory executed
it.

Identity checking: On certain transactions solicitors may be involved in checking the
identity of a signatory, the authenticity of a signature and/or the question of whether or
not a document has been properly approved. On other transactions the identity,
authenticity and approval may be assumed. The use of electronic signatures will not
change this.

Prof ional f n : Th f n f th licitors R lation
hori rovi h licitor should only mak rtions or forwar men
representations or mission rt or others which are pr rly ar le. Under th
Bar ndards Boar f Con itisn r have r. nably credible material

which lish nar I f fr for rrister can pl fr.

6-0Originals and counterparts

Leading Counsel has advised that:

{&y-multiple originals: it is possible, depending on the facts, to have multiple
originals of a document in both electronic and hard-copy form (including, for

example, where the parties intend for multiple originals to be produced in
electronic and/or hard-copy form), but it would not be appropriate if it would
conflict with other legal requirements (as would be the case with, for example,
promissory notes);

{b)y-same counterpart: where a document has been executed electronically with
each signatory applying his—erhertheir signature to the same file uploaded to the

relevant electrenic—sighrature-signing platform, the signatories will be deemed to
have signed the same counterpart;

12
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{e)-extra wet ink version: where a document has been executed electronically,
there is no need as a matter of English law for an additional wet-ink version to be
executed, although there may be practical reasons for doing so (see paragraphs-
Hb)yand-8{d)paragraph 7.2 or if specialist registries require it);

{d)—composite documents: where a document has been executed using a
combination of electronic and wet-ink signatures, the parties or their legal advisers
may wish to create a composite document (either by using a hard-copy print out of
the electronically-signed document and the wet-ink signed pages or by scanning
the wet-ink signed pages and creating a composite electronic document) and to the
extent that the document is required to be produced in evidence, an English court
would accept this composite document;

{e)-evidence in court: to the extent that an original of a document executed
electronically is required to be produced in evidence, an English court would accept
an electronic version of that executed document or a hard-copy print out;

{fH-dating mechanics: where an undated document is executed electronically, it
may be validly dated with the authority of the parties: (i) by inserting the date
electronically; or (ii) by printing it out and inserting the date by hand; and

{g—post execution amendments: after a document has been executed

electronically, amendments may be made to it (electronically or in manuscript) to
the same extent as amendments may be made in manuscript to a document
executed in wet ink.

7—Conflicts of law issues

Other jurisdicti

In certain circumstances, the parties to a document to be signed using an electronic
signature may wish to seek advice from counsel in another jurisdiction. Fer—example:_

Examples are considered below.
English law document executed by overseas company

{&)-Where a document governed by English law is to be executed by an overseas
company322

(a)

{H-Rome 1 and applicable law: In any litigation in the English courts, the courts
will be obliged to apply Article 11 of Regulation (EC) No 593/2008 on the law
applicable to contractual obligations (the Rome I Regulation)z to determine
questions as to which law should be applied to ascertain whether or not a contract
is formally valid (assuming it is a civil and commercial matter and its subject
matter is not excluded from the Rome I Regulation). Article 11 of the Rome I
Regulation provides that one of the ways in which a contract is formally valid is if it
satisfies the formal requirements of the law which governs it (although this rule
does not apply to consumer contracts and there are specific provisions to be
considered for contracts concerning rights in rem in immovable property and for
tenancies of immovable property). Therefore, for matters within the scope of the
Rome I Regulation in any action brought in the English courts, a contract governed

i.e.a company which is not |ncorporated under the CA 2006

men nd Appli ILwAmnmn EU Exi I|n22
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by English law will be upheld as validly executed so long as it has been validly
executed as a matter of English law.

(b) HH—Ex ion ver mpanies: Section 44(1) of the CA 2006, as
modified by the Overseas Companies (Execution of Documents and Registration of
Charges) Regulations 2009, provides that, as a matter of English law, a document
(including a deed) can be validly executed by an overseas company: (xi) by the
affixing of the company’s common seal; (¥yii) if it is executed in any manner
permitted by the laws of the territory in which the company is incorporated for the
execution of documents by such a company; or (ziii) if it is signed by a person who,
in accordance with the laws of the territory in which the company is incorporated,
is acting under the authority (express or implied) of the company and it is
expressed (in whatever form of words) to be executed by the company.

fH-Therefore, if an overseas company executes an English law governed contract
using an electronic signature, provided that the relevant signatory is (as a matter
of the laws of the territory in which the company is incorporated) acting under the
authority (express or implied) of the company, that contract will have been validly
executed as a matter of English law. The question of the authority of a signatory,
including any limitations on the scope of that authority and the manner in which
the company binds itself (i.e. whether signature by electronic means is excluded),
is a matter of the laws of the territory in which the company is incorporated (as is
the question of that company’s capacity).

by—Where—any-litigationLitigation, or other action, in relation to a document governed
by English law may take place, or be required, outside England:. Examples include where:
(i) there is a foreign jurisdiction clause in an English law contract;; (ii) an English
judgment needs to be enforced in another jurisdiction;; (iii) a claim needs to be made in a
non-English insolvency proceeding;; (iv) a document needs to be notarised or apostilled;
and (v) a registration needs to be made at a non-English registry. In such circumstances,
parties may wish to seek local law advice in advance of signing by electronic signature.

Alhora oan—m o n a anlcowvwhora in opnesn Nnion—n I o

D men vern law other than English law

{ey-Where-aA document ismay be governed by a law other than English law:. Whether or
not such a document can be validly executed using an electronic signature and the steps
required in order for such an execution to be valid are matters of the governing law and,
in some jurisdictions, the impact of the law of the forum where the document is relied
upon and are beyond the scope of this note.

Impli ions of the E-commerce Dir iv nd the TCA

As _mention in ragraph 3. \ h_Articl 2) of the E-commerce Directiv
2 1 and Article 2 f the TCA identify vari f contr which m n
nefit from th r iv rovisions in_Articl 1 nd Article 2 I ivel

rting th nd validi f electronic signatures. There is therefor risk th n
English law vern reement of on f th h h n_electronicall
X may n nfor h r f a member if that member h
ken advan f any of the ex ion h neral ligations (in relation h
E-commerce Directive, member re r ir notify th mmission where this i
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Vi heck whether or not | | law r h ign r f h ntr.
lectronic means.

8-—Certain other considerations
her m r

This note is limited to the question of whether or not an electronic signature can be used
to validly execute a commercial contract as a matter of English law.

However, where one or more parties to a contract are contemplating using an electronic
signature, there are a number of other legal and practical matters which they or their

legal advisers might need to consider;—including. _They include the following.
i n hori

{a)-Does an entity intending to execute the contract using an electronic signature have
the eerperate-capacity and authority to do so? This will depend on the facts, but should
not differ from the position where the party is executing the contract with a pen, unless
there is something in its constitutional documents or beardrelevant authorising resolutions
restricting it from using an electronic signature. In the absence of any specific restriction,
it is not necessary to include a reference to electronic signature in any beardsuch
resolution or for the constitutional documents to specifically reference the fact that the
entity can enter into agreements or transactions which are signed electronically.

Verification of identi

{Bb)-Is there sufficient certainty that the person purporting to sign using an electronic
signature is in fact that person or acting under the authority of that—persenthe party?
Factors that might assist in this respect include (in particular, where the contract has been
executed through an e-signing platform) whether the signatory had accessed the
document using a particular email address or by inputting a unique access code and
whether or not this can be confirmed (via a certificate or otherwise) by the platform
provider. 24

r fek in

{e)-Is the document to be distributed, signed and held electronically in a manner which is
sufficiently secure? This will depend on the method used and on the degree of importance
placed on IT security by the parties in question (for example, how valuable is the
contract; how important is it to keep it confidential?), so it is something that each party
should consider on a case-by-case basis and draw itstheir own conclusions.

Registry and HMRC requiremen

{e-Where the document needs to be filed with an authority or registry, will that authority
or registry accept electronic signatures? For example, as at the date of this note:




(a) he land Registry now rtain men h hav n_sign
lectronicall rovi rtain r iremen re met.?> Th r irements m
incl | f r hentication via th xting of one-tim wor n r th

making of certain certifications;?2°

(b) {#H-Companies House will accept a certified copy of a charging document executed
using an electronic signature in satisfaction of the registration requirements under
Sectionsection 859A of the CA 2006 (although, outside of its web-filing service, it
still requires a wet-ink certification of the copy??); and

() {i-where stamp duty is payable on a document, H-M—Revenue-&Custems—would-

AermatyHMRC used to expect to stamp a version of the document with a wet-ink

signature. _However, in March 2020 HMRC indi it woul -sign

whil VID-19 m res were in pl . Thenonl1 ne 2021 HMRC "announ
he removal of the r iremen hysicall m men h
rmanen ion of th VID-1 mporary pr which give th ion of

electronic notification and under which HMRC issues a confirmation letter rather
han physicall mping th ment."28

8.6 Pl f sign r

{e)—If the place of signature or the location of the document has particular legal
consequences (e.g. in relation to the payment of stamp duty), where will a document
executed using an electronic signature be treated as having been executed or located?
The answer may depend upenon a number of factors, including where the signatory is
physically located when signing and where the server on which the document is stored is
located. In such circumstances, it may be better to have a physical signing.

8.7  Use of common seal

H—Where a party wishes to execute a deed by the—physicalphysically affixing ef—its
common seal, it is—unlikely—te—be—pessible, as the law stands, not recommended for

Companies Act companies or limited liability partnerships to do this electronically
(although the eIDAS Regulation (in far it is retained EU law licable in Englan

and the ECA 2000 provide for the creation and use of electronic seals;—+these—arernoet—so-
faras-the IWPisaware;—<currentlyinuse-inEngland).

For mpani register nder th mpani A ion 45(2 f th A 2

rovi in relation mpan |, that its name m "engraved" on it in legibl
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An_electroni | woul its nature n ngrav nd would al X wher

company had chosen not to have a seal at all) be additional to the common seal of the
company that complies with section 45 CA 2006. Use of anything less than a company

| ri in ion 45 j riminal offen n_th rt of th mpan
r nsibl fficer n n her rson wh hori f | which is n

gngrgvgg.

An_electroni | is mean mbol of hentici nd therefor me of i
would risk overl with f mpan | ri in ion 45, Al h
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In the circumstances, the safest course for a company formed under the Companies Acts

is n n_e-seal on electroni ments, and certainly n i n_e-seal

h rporation’ nstitutional men
8.8 Reference to electronic signature

{g)-It is not necessary to include any specific reference to electronic signatures in the
document itself in order for it to be validly executed using an electronic signature.

The Joint Working Party

13 July 2016

mpany Law mmi
2 r 2022

DISCLAIMER:

FhisThe original version of this note was developed by a joint working party of the Law Society Company Law
Committee and the City of London Law Society Company Law and Financial Law Committees and has-
beenwas approved by Leading Counsel. It has since been updated by the Financial Law Committee. The aim
of this note is to make suggestions only and not to give advice. No duty of care or liability whatsoever is
accepted by those involved in the preparation or approval of this note, or the firms or organisations that they




represent, to any company or individual who relies on material in it.
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"Statement of the law: execution with an electronic signature3?

An _electronic sign re i le in law of bein X ment (includin

deed) provided that

i) th rson signing th ment inten henti h ment; an
ii) any formalities relatin X ion of th ment ar isfi
h formalities m r ir nder r ry instrumen rm lai
wn_in ntr. r_other priv law_instrument under which ment i
executed. The following are examples of formalities that might be required: (i) that the
i witn ; or (ii ignatur i ifi i

ve wher h ntrary i rovi for _in_relevant legislation or ntr |
rrangemen r wher law ifi h ment in ion | ntrar
nclusion, th mmon law ragmati roach an n rescri n
rticular form or f signature. In rmining whether the meth f signatur
monstr n henticating intention th r n jectiv roach
nsidering all of th rrounding circumstan
Th rts have, for example, held th he following non-electronic form moun
valid signatur

signing with an *X’;

signing with initials only;

in mp of a handwritten sign re;

printing of a name;

. igning with a mark, even where th r X ing the mark can write; an
. ription of th ignatory if sufficientl nambi h “Your _lovin

mother” or “Servan Mr rling”.
Electroni ivalen f _th non-electronic form f signatur re likel
r ni r | lly valid. There is no r n_in principl hink otherwise.
Th rts have, for example, held th he followin lectronic form moun vali
ignatures in th f r ligation rovi ignature where th i
ilen whether an electronic signature i le:

I n HMG' n vernment Licence for i r information.
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