Annex

Introduction to rule 3

Rule 3 sets out provisions for dealing with conflicts of interests. Conflicts between the
duty of confidentiality and duty of disclosure owed by an individual or a firm to two or
more clients are dealf with in rule 4 {Confidentiality and disclosure).

Rules 3.01 to 3.03 deal with conflicts generally, except conflicts in convevancing.

Rules 3.04 to 3.06 deal with conflicts in particular high risk situations — gifts from
clients, public offices and appointments leading to conflict, and alternative dispute
resolution (ADR).

Rules 3.07 to 3.22 deal with conflicts in conveyancing. Note the special meaning of
"you" in 3.07 to 3.15 (acting for seller and buyer) and 3.16 to 3.22 (acting for jender
and borrower). See also 18.03 which sets out additional requirements which apply to
the provision of property selling services.

Rule 3.23 sets out that there is no power to waive 3.01 to 3.05,

Rules 3.07 to 3.22 do not apply to your overseas practice unless the land conveyed
is situated in Engfand and Wales.

Rule 3 — Conflict of interests

3.01 DButy not fo act

(1} You must not act if there is a conflict of interests {except in the limited
circumstances deait with in 3.02).

{2) There is a conflict of interests if:

{a) you owe, or your firm owes, separaie duties o act in the best
interests of two or more clients in relation to the same or
related matters, and those duties conflict, or there is a
significant risk that those duties may conilict; or

(b) your duty to act in the best interests of any client in relation to a
matter conflicts, or there is a significant risk that it may conflict,
with your own interests in relation to that or a related matter-

(3) For the purpose of 3.01(2), a related matter wil always include any
other matter which involves the same asset or Hahility.

3.02 Exceptions to dufy not to act

(1) You or your firm may act for two or more clients in relation to & matter
in situations of conflict or possible conflict if:
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(a) the different clients have a substantially common interest in
refation to that matter or a particular aspect of it; and

{b) all the clients have gi\}en in writing their informed consent to
you or your firm acting.

(2) Your firm may act for two or more clients in relation to a matter in
situations of conflict or possible conflict if:

(a) the clients are competing for the same asset which, if attained
by one client, will make that asset unattainable to the other
client(s);

(b) there is no other conflict, or significant risk of conflict, between
the interests of any of the clients in relation to that matter;

(c) the clients have confirmed in writing that they want your firm to
act in the knowledge that your firm acts, or may act, for one or
more other clients who are competing for the same asset; and

(d) unless the clients specifically agree, no individual acts for, or is
responsible for the supervision of, more than one of those
clients.

{(3) Jour firm may act for two or more clients in relation to a matter in
situaiions of confiict or possible conflict if:

(a) each clien is a sophisticated client sRe-am-experEREaE-mtared
hetypeoeast-serieestivelvedinthematier and

(b} sach ciient-l%&e—conﬁrm@-d in writing;

{1 that it wanis vour firm {o acl in the knowledge that vour
firm acts. in relation o that matter, for one or more
other clients whose Inferests give rise fo a conflict or
possible conflict; and

(i that # has agreed ihe safequards which will be put in
place to protect she-ehenta confidential information: and

LW |k§.

{c) the matter is not and does not become a contentious matier:
and
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{d) your firm has satisfied itself that it has sufficient resources fully
{o represent the interests of each client and that the interests of
each client will be adequately safequarded: and

q, e {awyers ol

{e) Heee-aokng-fer each(el‘-i-en-t.complv fully with rule 1 throughout
all aspects of the matter and your firm is, and remains.
satisfied that the interests of one client are not preferred to
those of another; and

(f) ne individual acts for, or is responsible for the supervision of
the work for, more than one of those clients; and

(@) yourfirm, but independently of those acting for each client.
must gRsurs-and monitor compliance with (a) to (f) above and

fetain documentary evidence of complaRea. © ¢t fr oa \'M\kg.

{#3---{4) For the purposes of 3.02(3)a), a sophisticated client is a client (i)

(5}

which is a lawyer or (it) whish has access to an in-house lawver or (ki
which has taken separate legal advice on the issue before giving the
gonfirmation referred to in 3.02.(b) and which the firm believes is
capable of understanding the imlications of agreeind to vour firm
acting for other clients in the matter~_ (2

r‘ &i.rec.\' <

For the purposed of 3.02(3)(5. a matter is a contentious matier ifene

(6}

-sHeptmekes anvithreat or move against another client (for which vour
firm acts in relation o this matter) to refer any issue to court or any
other dispute resolution mechanismf\fiinstructs vou to lend assistance
to any such actions by a third party. 'd-sei% b5 e
'Lm\-m.a. cbends B&Ldle uf ek
When acting in accordance with (1), (2).or (3) it must be reasonable in e ave
all the circumstances for you or your firm fo act for all those clients. :!W:;R

. o r

(43-{7) 1f you are relying on the exceptions in 3.02(1), ¢+ (2), 01 (3) you must: & cltm

e s fQ.L!/
{a)  draw all the relevant issues to the altention of the clients before S]—
agreeing to act or, where already acting, when the conflict
arises or as soon as is reasonably practicable, and in such a
way that the clients concerned can understand the issues and
the risks involved;

(b} have a reasonable belief that the clients understand the
relevant issues; and

(c) be reasonably satisfied that those clients are of full capacity.

3.03 Conflict when already acting

M

TTELLGDR

If you act, oryour firm acts, for more than one client in a matter and,
during the course of the conduct of that matter, a conflict arises
between the interests of two or more of those clients, other than a
conflict which vour fism had already considered as a conflict or
hossible confliict and where vour finm is acting pursuant to any of ihe
exeeptions in rule 3.02(1), {2} or (3). you, or your firm, may only
continue fo act for one of the clients {or a group of clients between
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whom there is no confiict) provided that the duty of confidentiality to
the other client(s) is not put at risk.

Guidance to rute 3 — Conflict of interests

6. +we- Three different situations are defined. These are in 3.02{1),ene-{2) and

33

The “common interest” exception — rufe 3.02(1 )

(a)

{

(ii)

(iif)

(v}

Rule 3.02(1) deals with the situation where the clients have a
“common interest”, they all want to continue to instruct you and
it would be disproportionate, for example, in terms of cost and
general disruption to their matter, to require them to instruct
separate solicitors.

For there to be a "common interest" there must be a clear
comimon purpose and a strong consensus on how it is to be
achieved. However, it will be for you to decide objectively on
the facts in each

The "common interest" might arise, for example, where you are
acting for several members of a family in relation to their affairs
or acting for various individuals in the setting up of a company.
Any areas of conflict must be substantially less important to all
the clients than their common purpose and may, for example,
refate to slightly different views on how the common purpose is
to be achieved. It will be your duty to keep the differences
under review with the clients and to decide if the point has
been reached when it would be untenable to continue to
represent all of them in a fair and open manner or without any
of them being prejudiced.

There exist some multi-party complex commercial transactions,
where sophisticated users of legal services, who have a
common purpose, may expect a firm to act for two or more
parties, because this will facilitate efficient handling of the
matter (taking into account amongst other things the desire to
complete the transaction quickly, the availability of necessary
experience/expertise and the overafi costs). Indeed in many
cases it may already be accepted business practice for firms fo
act in this manner, An example is acting for different tiers of
lenders (for example senior lenders and mezzanine lenders)
and/or different parties (for example arrangers/underwriters
and bond/security trustees) in entering into a financing
iransaction where there is already an agreed or commonty
understood structure with regard to the ranking of their
respective claims, the content of their respective obligations
and associated commercial issues,

While accepted business practice can be considered as a

factor in determining whether an appropriate common purpose
exists, you and your firm should always exercise caution when
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(vi)

(vii)

(viii)

proposing to act in accordance with 3.02 and should be mindful
of the residual test of reasonableness referred to in 3.02:84(6).

In some situations it might be possible for you o consider
whether the retainer could be limited to those areas where
there is no conflict with the clients seeking separate advice on
any areas of conflict. This could only be done where the
conflict did not undermine the overriding common purpose (see
below for further guidance on limiting retainers).

In some circumstances it might be possible that, while a
conflict would prevent you from acting for another party on all
aspects of a matter, a mandate limited to a specific issue
where there is common purpose might be accepted. For
example, you may be retained by the owner of a company to
advise on its disposal. In that case you would not generally be
able to advise another party on the purchase of the company.
However, in the hope and anticipation of a successful sale a
seller client which is a sophisticated user of legal services
might agree that you should also accept a limited retainer to
provide competition law advice to the prospective purchaser
regarding the filings for competition law purposes that would be
required in the event that the two businesses were combined.

When acting under this exception, especially in family
situations, you need to consider the developing legal position.
Courts are likely to make a presumption of undue infiuence
where one of the parties who is considered vuinerable through
age or other circumstances places trust and confidence in the
other party. In any situation of doubt it may well be in the best
interests of the clients that they are separately represented.

“Competing for the same asset” exception — rule 3.02(2)

(b)

Ry

()

Rule 3.02(2) is intended to apply to speciatised areas of legal
services where the clients are sophisticated users of those
services and conclude that rather than seek out new advisers
they would rather use their usual advisers in the knowledge
that those advisers might also act for competing interests. An
"asset” is not necessarily physical, and can include a contract
or a business opportunity. Examples where this exception
might apply include:

(A) acting on insolvencies so that a firm can act for more
than one creditor;

(B)  acting for competing bidders, and/or for those involved
with the funding of bidders, for a business being sold by
auction; and

(C)  acting for competing tenderers submitting tenders to
perform a confract.
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{ii) The wording of 3.02(2) is sufficiently wide to permit other
transactional work in the commercial field where clients can
give consent. Solicitors and their firms should exercise
considerable caution when proposing to act in accordance with
3.02(2) in categories of work where to do so is not already
accepled business practice.

{iii) Rule 3.02(2) should not be applied to disputes over assets
other than in the context of corporate restructurings and
insolvencies.

The “sophisticated client” exception — rule 3,02(3)

{e).__ () Ihis exception should ealy be used with ereet caution and [:g et alsa
l.n.l-tu]ws

_ -ta- Flrms WIH also need to
dernonstrate that they have the resources (a) to provide
individuals or teams with suitable experience to act in the best
interests of each client (b) to protect the confidential

o information of each client gnd (c) to monitor compliance with
the rules through an indedendent
for any of the clients,

“' rc[w‘:mh Gppnet: m.‘rei.\:j
(ii) Benefit 1o the clients concerned is most likely 1o arise' where
the relevant clients habltuailv use yvour firm and it would be
lnconvenlent for them o mstruct another firm, either because
this will mafenali\,r mcrease ‘the cost or affect the effi iciency with
which the matter can be completed, ¥eterd-vourfirm-shotid

or Yoy have
T e & \vO*\-j desire
bo ure Teeld g : oot
ufuol le,ao-l ma{-te; Althouqh there mav be more reason to use the ruie
cdv.sers. 3.02(3) exception where the clients are established clients of
® the firm vou angd vour firm should also bear in mind that

savings of time and money for your chent mav not aiwavs
Mmalerialise Bk

% sefioc-fullve | A eﬂms M\IS‘" 'oecl.oma P,ewi-h.‘

{iif) Bbéf‘gfe acting under this exception the(ule requires that finme  elbbkaan
havs the wnﬁen consent of each chent\Generallv when a
client confimms that vour firm mav act for another client under
this exception, it will need to know the identity of that other
client and the rofe it plans to play in the matter, However. it is
acceplable fo obtain congent to act for an unnamed clienf oI —— ke r exarpl
preliminary work while it decides whether or not to participate
in_ the matier. This should aJwa-ye be on the basis that if the
client does degide 1o participate ST Wishes 10 CoNNUE 16 TES aat “Qh”\
m‘t\\ YOUr services, vog,maﬁ% reveal ils identity to. and obiain fresh

consent from. vour other client, lw some e oym sboncss,

& e onay e tufliclent loc tie cbent ko undershoand

Yoo geatral (ole 8} fle oo client withouk aleo

I s g M oaesne,
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lf, raloy aak, ,*fl A Lcessany,

(iv) (N’our firm must give cargful consideration to whether it isin a

)

" Position to comply fully with rule 4 as {0 the Drotectson of
confidential mformatfon y creating effective infor Slwe
barriers before agreeing to act for clients. ¥our firm should ‘*P'P\“‘”‘“\ee
have reqard 10 the safeguards for information barriers referred

{oin notes 41-45 of the guidance o rule 4, Written consent fo

the arranqement for. Drotectlnq the clients’ information could be

qwen at the same time as the nfermed consent 1o your firm

acting, or short!v afterwards when the arrangements have

been settled, butmustbemvemnadvam&oﬁadwce -Br-Work

ot the-matter commenem
- opfopiately
To comoiv with the rule your firm mu s(aiso have an

independent feam or individual(s) of bufficient senfority and
experience 1o (3) agrée that it is. -apyropriate for the firm fo act
foreach client in the matter. and (b monifor that the matter is
proceedlnq in_compliance with the requirements of the rule
3.02(3) exception. That team or individual{s} must not have
any involvement in the work for the clients and no-cne who has
any involvement in the clients” work should be responsible for
the demsmn as to whether the fi irm can act or confinue fo act,
ur
¥ vou are acting ffa_one of the chents and at any fime you

W (vi)

{vii)

consider that voulcannot continue to.comply or are not

complvinq with your dutles under rule 1 vou must stop actma

. . - 9 : o &f
- : ; * ) 1 %Mkf be

. i 3 . a.dr“?r' o client
This exception cannot be used where the matier is v fendedd q. &

becomes, contentious.The definition of a contetfflous matlerds X eak, e

e At | Cntidw o
- - - o 2 lhkjm\ 1¢85ue

{

danpute
AR

rimlamﬁmefe—vwﬁﬁ%-ew oreth

e

This does niot prevent you acling for the clients where there is

Mook “"”f) e?pms'ws {viif)

repn tubatnlls o

o fegulelor woukd esb,
relere e consdered

Cg“‘-w\'\{h\if tbr dnere

P\_upo:e? Lt én "& el

Caowld leo.}s o (7“‘)‘4“5‘“?0

an element of negotialion between them. However. the more

complex and fengthy the neqotiation becomes, the more

difficult # may be for your firm to actin the best interests of Y L

each client, It will bea matter for the team or individuals

monitoring complian WMatany of the {eams acling

for the clients in'a neqo’uatmq situation do not feel inhibited in

trving 1o achieve the best results for their respeclive clients, ) BtV st &\u\’
Anose fexgoarble ’t"( tana bafing ko c.lu:) Pebent o

In some situations it may be possible to limit the retainer with ™ pro tlems ey

or sontinds aaw\r (ix}
oo Xler elienmb,

FTHRIZ00Y

all clients to exclude contentious issues or with all or all but tntpuater
onhe client fo exclude aspects of the matter on which it might be &% el
otherwise unreasonable fo act for more than one dlient. with S

the client or other clients agreeing fo seek separate legal progoesses,

advice on these issues. However, the impact of having to do s
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may mean that i is not in the best interests of that client that
vou act for that client on the matter as a whole.,

X} Where your firm is considering acting for a client under this
exception vou should ensure that you are satisfied that the
client is “sophisticated” within the definition in the rule erd-aa
SXPOHORed-Haerahhe-type-oileaal-serdecatavelved: If the
individual instructing you assertsthathe or sheisa
sophisticated. client because he or she has taken separate
legal advice on the issue; you should ensure that you are
reasonably satisfied that that is the case. #trrdotit-—you

cen ioehasseenatven Wheis i
lawyer Is an insolvency practitioner, it is sufficient that he has
access to an in-house lawyer in any professional organisation
in which he or she is a partner, member or director,

i) P o ietewi
able to show evidence of any steps it took &?Fm/
confirmation that the client took, or had ac 0, independent
advice. Evidence that the client is apefberienced user of the
type.of tegal services involved-sTost likely to be
demonstrated by the _set@rd of work previously undertaken for

the client by vourfifm. Sometimes. however, you may need to
obtainjhésﬁidenoe from the ciient where the client has used

(}1?') Recerd-keeping is imporiant to manage the risks involved in
acting under this exception and to demonstatfe compliance.
Your firm must keep records of decisions it makes about
acting, and the reasons for them. and at kev points when
deciding fo continue to act. if appropriate. in order {o
demonstrate how if comnplies with each aspect of rule 3.62(3%.
Each client’s written consent to vour firm acting under this
exception and to the arrangements for protecting if's
confidentiat information must be recorded.

7. Reasonableness is an important rider to the exceptions in 3.02. There may be
situations where, despite compliance with 3.02, it would still not be
reasonable to act. The apparent unequal bargaining position of the parties,
concerns about the mental stability of one of the parties, a family arrangement
where an elderly parent is providing security for their son's or daughfer's
business loan, and the importance of one of the clients to the firm may all be
situations where instructions to act for both or all parties should be decfined.
Having accepted instructions you must be satisfied that you cah act even-
handedly for both or all clients and that, taking into account any limitations in
a specific retainer, you do not favour one at the expense of the other(s).

8. The ctiterion against which reasonableness will be judged is whether one
chient is at risk of prejudice because of the lack of separate representation. In
relation to all situations where you are proposing to act for two or more clients
under the provisions of 3.02, the anus will be on you to demonstrate why it
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was reasonable to act for all the clients at the time the instructions were
accepted. Above all, you must be satisfied that unfettered advice can be
given, without fear or favour, to the clients. You must also keep under review
whether it remains reasonabie fo continue to act for them. You should also
have regard to 1.04 (Best interests of clients) which requires you to act in the
best interests of each of your clients, o

9. (a)  Rule:3.02(%) places obligations on you to discuss with the clients the
implications of you, or-your firm, ¢ontinuing to act for all of them. You
must-be satisfied that-the clients understand the issues and that their
consent is independently and freely given. You should consider setting
out in your initial terms of business letter the issues discussed in
relation to the conflict of interests and how that might affect your ability
to represent both or all of the clients as the matter progresses.
Extreme caution will be required where one of the clients is particularly
vuinerable due to mental health, language or other prablems affecting
their understanding of the Issues, although where a litigation friend
acts for a person who lacks capacity they will be able to consent on
that person's behalf. Similarly, you must always be alert to situations
where a client might be consenting under duress or undue influence
and in those circumstances must insist on separate representation.
For the avoidance of doubt, and for evidential purposes, you should
always keep a written record of all discussions with the cilents about
the implications of your acting for them. You must always obtain all the
clients' written consent on each occasion when acting under efther of
the exceptions

d" .

(b) Where|seeking informed consent under 3.02(1)(b) or 3.02(3)(d) you
shouldjidentify by name the other clients you or your firm propose(s)
to act for, or be able to do‘i when their identities are known.
Provided that you-de-&a@an% comply with the requirements of 3.02(4),
the obligation to obtain "informed" consent in 3.02(1)(b) or 3.02(3){d}
will have been satisfied. Where consent is sought under 3,02(2), you

i H S u.lA aalr
need to comply with the requirements of 3.02(4) but you-need-net LSt . qlL.‘

identify by name the other clients you or your firm propose(s) fo act
for.

10. When acting for two or more clients on a matter, or a related matter, there
may be circumstances where you will have to cease acting for ane or both
clients. This may be in circumstances where no conflict was apparent when
accepting instructions but a conflict subsequently arose or when acting under
one of the exceptions and it becomes impossible to fulfil the conditions set out
ih 3.02. One of the reasons for this is that the conflict which arises is not one
which your firm considered as a possibility at the time vour firm started acting
bursuant to one of the rule 3.02 exceptions, Your firm will not therefore have
obtained the necessary consents to act from the client because the risks were
not contermplated, and the safequards are not appropriate to enable vour firm
lo act despite the confiict (because that conflict was not a factor when sefiing
them up) In these circumstances it is important fo try and limit the disruption
that will inevitably be caused for the clients. One way of doing this is fo
discuss and agree with the clients at the outset what will happen if a confiict
arises and agree which client the firm would continue to represent where this
is possible,
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Rule 4 - confidentiality and disclosure

4.04 Exception to duty not to put confidentiality at risk by acting - with
clients' consent

(1)

3

You may act, or continue to act, in the circumstances otherwise prohibited by
4.03 above with the informed consent of both clients but only if:

(a) the client for whom you act or are proposing fo act knows that your
firm, or & lawyer or other fee earner of your firm, holds, or might hold,
material information (in circumstances déscribed in 4.03) in relation to
their matter which you cannaot disclose;

{b) you have a reasonable belief that both clients understand the relevant
issues after these have been brought to their attention;

(c) both clients have agreed to the conditions under which you will be
acting or continuing to act; and

(d) it is reasonable in all the circumstances to do so.
"Both clients” in the context of 4.04(1) means:

(a) an existing or former client for whom your firm, or a lawyer or other fee
earner of your firm, holds confidential information; and

{b) an existing or new client for whom you act or are proposing to act and
to whom information held on behalf of the other client is material {in
circumstances described in 4,03 above).

If you, or you and your firm, have been acting for two or more clients in
compliance with rule 3 (Conflict of interests) and can no tonger fulfil its
requirements you may continue to act for one client with the consent of the
other client provided you comply with 4.04.

4.05 Exception to duty not o put confidentiality at risk by acting —
without clients' consent

You may acl. or continue eentinue-fo act, for a client er-ss-< isting matier-or-an-a
materrelaled lo-an-exigling maliesin the circumstances otherwise prohibited by
4.03 above without the consent of the client for whom your firm, or a lawyer or other
fee earner of your firm, holds, or might hold, confidential information which is material
to your client (in circumstances described in 4.03) but only if:

(Ff) your client has agreed to your acting in the knowledge that your firm,
or a fawyer or other fee earner of your firm, holds, or might hold,
information material to their matter which you cannot disclose;

(&) any safeguards which comply with the standards required by law at
the time they are implemented are put in place; and
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Guidance to rule 4 ~ confidentiality and disclosure

Acting with appropriate safeguards (information barriers) - 4,04 and 4.05
31.

32.

33.

34,

35.

TIER000

1

o hdwve
ars oflendete

ane urder ao

<
(gf) it is reasonable in all the circumstances to do so.

{gmg cliesnt,

L

-

client o

X

d¢
o'.f./ﬁ; by laus,

thandard e

Rule 4.03 sets the basic standard that you should not normally act on a
matter where material confidential information is held elsewhere in the firm
and where the matter would be adverse to the interests of the clientformer
client to whom the duty of confidentiality is owed. To act in these
circumstances might increase the risk that the confidential information could
be put at risk, The firm can act if the confidential information is not material to

the instructions. For guidance on the meaning of "material” see note 24
above.

le

+

fal e so
.as

9 Ele &

Rules 4.04 and 4.05 set out two situations where you can act even when
material confidential information is held by another member of the firm. Both
recognise for-the-first-time-that it can be acceptabie to use information
barriers. The first situation is where the party to whom the duty of
confidentiality is owed consents. The second situation is where Y¥OU-ae
aheady-aeting-and consent has nat been given or cannot be sought.

Wh&b

e r2

Where the client consents as envisaged by 4.04 there is scope for more
flexibility in the arrangements for the information barrier as the safeguards
can be discussed with, and agreed by, the client, It is important, nonethefess,
that the safeguards are effective to avoid a real risk of disclosure. A firm will
be liable if confidential information does leak in breach of that agreement.

£

L\.\ watt Ala
oigiba e reok fe cansant &} <o

()m\héeé; Yo ove s*a-l-\rf-\eé,

w— flam o

(- ¥

Rule 4.04 requires "informed consent" and one of the difficulties with seeking
such consent of the client is that it is often not possible to disclose sufficient
information about the identity and business of the other client without risk of
breaching that other client's confidentiality. You will have to decide in each
case whether you are able to provide sufficient information for the client to be
able to give "informed consent". Every situation wili be different but generally
it witl be only sophisticated clients, for example, a corporate body with in-
house legal advisers or other appropriate expertise, who will have the
expertise and ability to weigh up the issues and the risks of giving consent on
the basis of the information they have been given. If there s a risk of
prejudicing the position of either client then consent should not be sought and
you and your firm should nof act. It may, however, be possible to give
sufficient information to obtain informed consent even if the identity of the
other client(s) and the nature of their particular interest(s) are not disclosed.
Wherever possible you should try to ensure that the clients are advised of the
potential risks arising from your firm acting before seeking their consent.

In the case of sophisticated clients (such as those referred to in note 34
above) only, it may be possible to seek consent to act in certain situations at
the start of and as a condition of your retainer and to do so through standard
terms of engagement. For example, a sophisticated client may give its
consent in this way for a firm to act for a future bidder for that cient if, when
the bidder asks the firm to act, a common law compliant information harrier is
putin place to protect any of the client's confidential information which is held
by the firm and which would be material to a hidder.
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36.

o

38.

40.

Where the client does not consent or does not know about the arrangements,
an extremely high standard in relation o the protection of confidential
information must be satisfied. In this situation, as has been demonstrated in
recent case law, the client can have the firm removed from acting with alf the
attendant disruption for the other client, if there is shown to be a real risk of
confidential information being leaked.

sonsept-lake-on-new-nstrustions-adverse1o-the-iiesests ol theeHeRl or
formurelientio-whem-the-duty-of confidentiality-ls-owed 40705 However,
where-you are-already-acting-apd-discoverhatyeairm-has - or-Comes-46
;ae%_éssf%h%#ew;aéieswﬁu—maw* Hrae-de act endthatmatien-ora
releted-maiter; in circumstances-wiiere the party to whom the duty of
confidentiality is owed tefases consent or cannot be asked (4.05). This may
be because it canriot be contacted or because making the request would itself
breacheetffidentiality. You should always seek consent when you can
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the consent of the party to whom the duty of confidentiality is owed, 4% firm
should try to inform that party as soon as circumstances pewmit.and outline
the steps which have been taken to ensure confideptiet!fy is preserved. if
some material points (such as the name of the-tTient to whose matter the
confidential information might be relgvan®, or the nature of that matter) still
cannot be divulged for reasgns-of confidentiality and it is reasonably
supposed that that pafywould be more concerned at news of your retention
than if fuller detaifs"could be given, it might be appropriate to continue to wait
before infofming that party. There may be circumstances, however, where it is

aRESiviniuite » w atl Ja

Where two or more firms amalgamate, or one firm takes over ancther, the
hew firm needs to ensure that this does not result in any breach of
confidentiality. If the firm holds confidential information that is material to a
matter being handied for another client, the firm must be able to ensure that
the confidential information is protected by ceasing to act for both clients, or
ceasing fo act for the client to whom the information is relevant, or by setting
up adequate safeguards in accordance with either 4.04 or 4.05.

Confidential information may also be put at risk when partners or staff leave
one firm and join another. This might happen where, for example, an
individual joins a firm which is acting against one of the individual's former
clients, An individual joining a new firm could not act personally for a client of
the new firm where to do so would put at risk confidential information which
he or she personally possesses about a client of the previous firm. In addition,
the individual and the firm which the individual is joining must ensure that
adequate safeguards are put in place in accordance with 4.04 or 4.05 to
ensure that confidential information held by that individual is safeguarded.

Safeguards for information barriers

41,
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Rigid safeguards for information barriers have not been enshiined in the
rules. Where 4.04 applies {i.e. consent has been given), it is for the finm to
agree the appropriate safeguards, but it would normally be necessary to
satisfy noie 44 (a) to (f). Some of note 44 (g) to {n) may also be applicable,

i



42.

43.

44.

Where 4.05 applies, the firm must satisfy the requirements of common law
and at least most, if not all, of note 44 (a) to (n) might be essential.

If, at any stage after an information barrier has been established, it becomes
impossible to comply with any of the terms, the firm may have to cease to act.
The possibility of this happening should always be discussed when
instructions are accepted so that the client is aware of this risk, or addressed
with reasonable prominence in standard terms of engagement.

Firms will always need to consider whether it is appropriate in any case for an
information barrierto be used, and also whether the size or structure of a firm
means that it could not in any circumstances be appropriate, It is unlikely that,
for example, safeguards could éver be considered adequate where:

(a) a firm has only one principal and no other qualified staff:

{b) the solicitor possessing, or likely to possess, the confidential
information is supervised by a solicitor who acts for, or supervises
another solicitor in the firm who acts for a client to whom the
information is or may be relevant; or

(c) the physical structure or layout of the firm is such that confidentlality
would be difficult to preserve having regard to other safeguards which
are in place.

The following note 44 (a) to (f) would normally be appropriate to demonstrate
the adequacy of an information barrier when you are proposing to act in
circumstances set out in 4.04. It might also be appropriate to agree some or
all of note 44 (a) to (f) where you are acting with consent in accordance with
4.05:

(&) that the client who or which might be interested in the confidential
information acknowledges in writing that the information heid by the
firm will not be given to them;

{b) that all members of the firm who hold the relevant confidential
information (“the restricted group") are identified and have no
involvement with or for the other client:

{c) that no member of the restricted group is managed or supervised in
relation to that matter by someone from outside the restricted group;

{d) that all members of the restricted group confirm at the start of the
engagement that they understand that they possess or might come to
possess information which is confidential, and that they must not
discuss it with any other member of the firm unless that person is, or
becomes, a member of the restricted group, and that this obligation
shall be regarded by everyone as an ongoing one;

(&) that each member of the restricted group confirms when the barrier is
established that they have not done anything which would amount to a
hreach of the information barrier; and
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() that only members of the restricted group have access to documents
containing the confidential information.

o ilance
The following arrangements may aiso be appropriate, ant-might-in-particular X

be-neeessary where acting in circumstances set out in 4.05;

(g) that the restricted group is physically separated from those acting for
the other client, for example, by being in a separate building, on a
separate floor or in a segregated part of the offices, and that some

form of "access restriction" be put in ptace to ensure physical
segregation;

(h) that confidential information on com

of separate computer networks or t
or similar means:

puter systems is protected by use
hrough use of password protection
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(0 that the firm issues a statement that it will treat any breach, even an
tnadvertent one, of the information barrier as a serious disciplinary
offence; .

() that each member of the restricted group gives a written statement at

the start of the engagement that they understand the terms of the
information barrier and will comply with them:

{k) that the firm undertakes that it will do nothin

prevent or hinder any member of the res
with the information barrier:

g which would or might
tricted group from complying

{H that the firm identifies a s
within the restricted
harrier;

pecific partner or other appropriate person
group with overall responsibility for the information
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{m)  that the firm provides formal and regular training for members of the
firm on duties of confidentiality and responsibility under information

barriers or will ensure that such tralning is provided prior to the work
being undertaken: and

(n) that the firm implements a system for the apening of post, receipt of
faxes and distribution of e-mail which will ensure that confidential
information is not disclosed to anyone outside the restricted group.

ﬂwambwiﬂﬁ%e-emﬁemﬁhisﬂetegzapaﬁes%:prjmipaﬁ £1: 8

members including secretaries, but does not apply to any staffiember (not

“having any involvement on behalf of any reie»;g_meiie'nff'vﬁhose duties include
the maintenance of computer Sys

tems-oreonflict/compliance procedures and
who is subject to a | generat-obligation of confidentiality in reiation to all

information.te-which he or she may have access in the course of his or her

general obligation of confidentiality in relation to all information to which they may

uties.

“"Member of the firm” .r'n the context of this ndfé applies to fee eamers, secretaries and staff having a

* direct involvernent on behalf of any relevant clie
i such asg the maintenance of computer systems,

This guidance should not be read as a re
note 44 (a) fo (
faw,

presentation that compliance with
n) above will necessarily be considered sufficient at common
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45.

Where a firm proposes to erect an information barrier (whether under 4.04 or
4.08) it must first inform the client for whom it acts - or wishes to act - on the
matter to which the confidential information might be material. The firm shouid
not act - or continue to act - without that client's consent, with that client
understanding that the firm holds information which might be material and
which will not be communicated to it; see 4,04(1 )(@) and 4.05(b). Although the
rule does not require consent to be in writing, it is recommiended that this be
obtained for evidentiaf purposes to protect both your clienf's position and your
own paosition.
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